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UMA REVISÃO SISTEMÁTICA DA LITERATURA SOBRE O IMPACTO DA
COMPUTAÇÃO QUANTICA NA SEGURANÇA E PRIVACIDADE DE DADOS EM

EQUIPAMENTOS DE IOT EM UM CENÁRIO PÓS-QUANTICO

Objetivo do estudo
Este artigo tem o objetivo de apresentar uma revisão sistemática da literatura sobre a utilização de
computação quântica em reder IoT

Relevância/originalidade
A relevância e originalidade consiste na apresentação de uma revisão sistemática que lança foco e
considera em igual importância os conceitos de computação quântica, blockchain, segurança e IoT, no
recorte temporal estudado.

Metodologia/abordagem
A revisão sistemática da literatura seguiu um protocolo baseado no Preferred Reporting Items for
Systematic Reviews and Meta-Analysis (PRISMA), realizando a busca em 2 grandes base de dados,
selecionando os artigos de conferencia e periódicos com base em seu conteúdo em etapas

Principais resultados
Como resultados, 43 publicações foram selecionadas Descobriu-se que o número de publicações na
área cresce rapidamente, Lattice, criptografia pós-quântica (PQC) e distribuição de chaves quânticas
(QKD) para proteger redes IoT Internet das Coisas (IoT) são tópicos secundários proeminentes

Contribuições teóricas/metodológicas
Prover compreensão aos acadêmicos e profissionais da área sobre o estado da arte da aplicação da
computação quântica, blockchain em redes IoT, tanto em termos da evolução da literatura, como em
termos do levantamento de novos desafios de pesquisa

Contribuições sociais/para a gestão
Levantar discussões sobre soluções para problemas de quebra de segurança, envolvendo computação
quântica e blockchain reduzindo integridade e privacidade de dados em uso de sensores e internet das
coisas.
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A SYSTEMATIC LITERATURE REVIEW ON THE IMPACT OF QUANTUM COMPUTING
ON DATA SECURITY AND PRIVACY IN IOT EQUIPMENT IN A POST-QUANTUM

SCENARIO

Study purpose
This article aims to present a systematic review of the literature on the use of quantum computing in
IoT networks.

Relevance / originality
The relevance and originality consists of the presentation of a systematic review that focuses on and
considers the concepts of quantum computing, blockchain, security and IoT with equal importance,
within the time frame studied.

Methodology / approach
The systematic literature review followed a protocol based on the Preferred Reporting Items for
Systematic Reviews and Meta-Analysis (PRISMA), searching two large databases, selecting
conference papers and journals based on their content in stages.

Main results
As a result, 43 publications were selected It was found that the number of publications in the area
grows rapidly Lattice, post-quantum cryptography (PQC), and quantum key distribution (QKD) for
securing IoT networks and IoT are prominent secondary topics.

Theoretical / methodological contributions
Provide understanding to academics and professionals in the field about the state of the art in the
application of quantum computing, blockchain in IoT networks, both in terms of the evolution of the
literature and in terms of raising new research challenges.

Social / management contributions
Raise discussions on solutions to security breach problems, involving quantum computing and
blockchain, reducing data integrity and privacy in the use of sensors and the Internet of Things.

Keywords: Quantum Computing, Internet of Things, Blockchain, Security, Post-Quantum
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A SYSTEMATIC LITERATURE REVIEW ON THE IMPACT OF QUANTUM 

COMPUTING ON DATA SECURITY AND PRIVACY IN IOT EQUIPMENT IN A 

POST-QUANTUM SCENARIO 

 

1 Introduction  

 

The growing relevance of the Internet of Things (IoT) is increasingly reflected in its 

integration into daily life. As noted by Souza et al. (2020), IoT encompasses the technological 

framework that enables everyday objects—such as mobile sensors, smartwatches, home 

appliances, and even clothing—to connect and communicate through the Internet. Huan and 

Zukarman (2024) describe IoT as a network of physical devices embedded with sensors and 

software, facilitating data exchange among interconnected systems. Through the convergence 

of technologies like sensors and cloud computing, IoT has evolved into a sophisticated 

information industry ecosystem. Sasaki (2022) estimates that by the end of 2025, approximately 

75 billion devices will be connected via IoT. Today, IoT plays a pivotal role in domains such 

as Industry 4.0, smart societies, artificial intelligence (AI), and the advancement of 6G 

technologies (Huan and Zukarman, 2024). 

Blockchain technology holds significant potential for application across diverse sectors, 

including legal frameworks, financial services, the food industry, smart assets, banking, and 

supply chain management (Araujo, 2022; Badr et al., 2018; Kumar & Tripathi, 2019; Wang et 

al., 2019; Min, 2019). First conceptualized by Nakamoto in 2008 and implemented in 2009, 

blockchain serves as both a technological foundation and a system architecture. Its rising 

prominence and widespread adoption in recent years are largely attributed to three core 

attributes: (i) the guarantee of data immutability and integrity, (ii) the removal of reliance on 

centralized third-party authorities, and (iii) the facilitation of decentralized and reliable 

transactions (Araujo, 2022; Abujamra & Randall, 2019; Banerjee et al., 2018; Zhang et al., 

2018). Blockchain functions by maintaining distributed ledgers shared among participants in a 

decentralized network, creating a secure and tamper-resistant audit trail. It records IoT sensor 

outputs—such as payment records, personal data, and contractual agreements—as blockchain 

transactions (Ali et al., 2019). Using cryptographic algorithms, blockchain ensures robust 

security, data integrity, and traceability within digital systems. 

Quantum computing is emerging as a transformative technology with the potential to 

disrupt industries and reshape markets on a global scale. A recent McKinsey report (2025) 

projects that the quantum computing market could reach a valuation of USD 2 trillion by 2035, 

with the most profound effects anticipated in finance, chemistry, pharmaceuticals, and the 

automotive industry. Leading tech companies are already investing billions in quantum research 

and development, and many are providing partial public access to quantum systems via cloud-

based platforms (Rahmani, 2018). Unlike classical computers, quantum systems harness core 

principles of quantum mechanics—such as superposition and entanglement—to encode and 

process data (Rahmani, 2018). These phenomena enable quantum computers to solve highly 

complex and specialized problems at speeds unattainable by traditional computing. 

Additionally, interference plays a vital role in retrieving information from quantum states 

(Aaronson, 2008). Given these capabilities, quantum computing is poised to revolutionize the 

field of information technology and may become a cornerstone of the anticipated "Fifth 

Industrial Revolution" (Rahmani, 2018). 

In this sense, given the novelty of this field of research, the research questions 

approached by this article emerge. These research questions are: How does the literature 

regarding the application of Quantum Computing blockchain in IoT scenario have been 

performing in recent years? And what are the potential challenges and future research directions 

regarding the application of Quantum computing blockchain in IoT security? 
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Given the research questions, the general objective of this article is to perform a 

systematic literature review to unravel the state-of-the-art research on the application of 

Quantum computing blockchain in IoT communication. The specific objectives of this article 

are the ones that follow. First, to show the bibliometric evolution of publications regarding the 

usage of quantum computing in IoT devices. Second, to indicate the potential challenges and 

future research directions regarding the application of quantum computing blockchain in IoT. 

The remainder of this article is organized as follows. In Section 2, the background on 

quantum computing and IoT is presented. In Section 3, the research methodology is presented. 

In Section 4, research results are presented and discussed. Section 5 concludes this work and 

draws future directions. 

 

 

2 Theoretical backgrounds 

This section introduces the basic concepts and background on the main subjects 

approached by our work. Section 2.1 discusses quantum computing technology, and Section 

2.2 discusses cryptography technology. 

 

2.1 Quantum Computing. 

 

Quantum computing represents a new paradigm in information processing, grounded in 

the principles of quantum physics. Unlike classical computing, which encodes data using bits 

that exist as either 0 or 1 (Bernhardt, 2019), quantum computers utilize quantum bits—or 

qubits—that can exist in a state of both 0 and 1 simultaneously, a phenomenon known as 

superposition. Another foundational concept, entanglement, allows qubits to become 

interconnected in such a way that the state of one instantly influences the state of another, even 

across vast distances (Gill et al., 2022). 

According to these unique properties, quantum computers can perform certain types of 

calculations significantly faster than their classical counterparts. They are particularly well-

suited for tasks such as simulating quantum systems, solving complex cryptographic 

challenges, and addressing optimization problems (Cusumano, 2018). 

In the context of the Internet of Things (IoT), quantum computing introduces 

transformative possibilities for enhancing security. It offers a new approach to cryptography 

that strengthens the protection of IoT devices and networks. Traditional encryption methods 

rely on the computational difficulty of specific mathematical problems. However, quantum 

computers can solve these problems exponentially faster, rendering many classical 

cryptographic techniques vulnerable (Bhatt and Sharma, 2019). 

 

2.2 Cryptography 

 

Cryptography is the science of securing communication and data using mathematical 

algorithms and protocols. Its origins trace back thousands of years, serving as a vital tool for 

protecting sensitive information. At its core, cryptography involves encoding messages or data 

using complex mathematical techniques, rendering them unreadable to unauthorized parties 

without the correct key or password. The two primary categories of cryptography are symmetric 

key cryptography and public key cryptography (Mousavi et al., 2021). 

Symmetric key cryptography—also known as secret key cryptography—relies on a 

single shared key for both encryption and decryption. One of the most widely adopted 

algorithms in this category is the Advanced Encryption Standard (AES), known for its speed 

and security. 
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In contrast, public key cryptography (or asymmetric cryptography) uses a pair of keys: 

a public key for encryption and a private key for decryption. The RSA algorithm, which 

leverages the mathematical properties of prime numbers, is the most used public key encryption 

method. This approach is essential for secure online transactions and digital signatures. 

Another important cryptographic technique is the use of hash functions, which play a 

crucial role in technologies like blockchain. A hash function transforms an input message or 

dataset into a fixed-length string, or hash, that is uniquely tied to the original input. Even a 

minor alteration in the input produces a drastically different hash, making unauthorized changes 

easily detectable (Almazrooie et al., 2020). The Secure Hash Algorithm (SHA) is a widely used 

hash function, instrumental in verifying the authenticity of digital signatures and other forms of 

data. 

 

3 Research methodology 

To provide a transparent, reproducible, and scientific literature review, the Preferred 

Reporting Items for Systematic Reviews and Meta-Analysis (PRISMA) protocol was followed 

in this work (Moher et al., 2009). The first step in the systematic mapping process was defining 

the research questions based on the objectives of this work. 

Research Question 1 - How the literature regarding the application of quantum 

computing in the IoT devices has been performing in recent years?  

Research Question 2 - What are the potential challenges and future research directions 

regarding the application of quantum computing in the IoT data privacy devices? 

The second step was defining the scientific databases where to perform the search for 

articles. The database chosen for searching the research strings were Scopus, which is the 

largest database of peer-reviewed literature and recovers journals from all major databases such 

as Emerald, Taylor & Francis, Science Direct, PubMed, among others (Chadegani, et al., 2013) 

and ISI Web of Science which is not as large as Scopus but can recover papers from a greater 

year range and has citation database and publication that covers all domains of science for many 

years (Chadegani, et al., 2013). Study of Vieira and Gomes (2009) reveals that 2/3 of the studies 

can be found in both databases and 1/3 only in one database. Another considerable advantage 

is that both databases provide “. bib” files providing full search data (such as references, article 

authors, etc.) that can be further analyzed in bibliometric packages.  

The third step was to define search terms and search string used to perform the search 

on the selected databases. The final search string used was “((Blockchain OR “Smart Contract” 

OR Ledger) AND ( "Cloud" OR "Fog" OR "Edge" OR "Sensor" OR "Internet of " ) AND 

Quantum ) AND ( "Secur" OR "Crypto" OR "Sign" ). This search string was constructed based 

on the research domains of this work (Quantum Computing, Blockchain, Security and IoT). 

Nevertheless, even conducting the research in both databases it would not be possible to 

guarantee that all relevant literature was covered and so, it can be considered a limitation. The 

second limitation is that only papers in English language were considered. This decision was 

taken based in: i) Most review articles (and all review articles in this thesis) use this criterion, 

therefore, it has literature methodological support, ii) English is the main language used to 

communicate scientific research, iii) To guarantee that any researcher can understand any paper 

selected for this bibliometric study. As the main limitations, can be cited the fact that were 

reviewed international journal articles (published in the English language), excluding 

conference papers, master and doctoral dissertations, textbooks, book chapters, unpublished 

articles and notes, and excluded publication from 2025 year, due to incomplete year end it was 

added the AND ( LIMIT-TO ( DOCTYPE , "ar" ) OR LIMIT-TO ( DOCTYPE , "re" ) ) AND 

( LIMIT-TO ( LANGUAGE , "English" ) ) AND ( EXCLUDE ( PUBYEAR , 2025 ) ) string.  
Table 1 
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First Seach result 

Scientific data source Raw Results 

Scopus 745 

Web of Science 205 

Total 950 
Note: Source: the author 

 

The fourth step was to perform the search in the databases, obtaining BibTeX files. The 

fifth step was to import all the retrieved BibTeX files that were generated by the databases after 

each search with the search results into the reference management software Mendeley® 

(https://www.mendeley.com, accessed in 29, June 2025). The number of paper results 

following the PRISMA protocol are shown in figure 1. 

 
Figure 1 

Research flow datagram 

 

 
Note: Source: the author 

The sixth step was to conduct the “first selection” process on all the papers of both 

databases. In this first selection, 21 papers were excluded due duplication, and 788 papers were 

excluded after record screening (Title and Abstract Review) detail by reading their titles and 

abstracts, assessing if the papers met the relevance criterion, i.e. papers which did not focus on 

the application of quantum computing, blockchain communication of IoT, according to their 

title and abstracts were removed. The remaining papers were 141, but due access restrictions 

only 124 papers were downloaded and fully read, using the same relevance criterion. The final 

list has 43 screened papers, which will be assessed in the following section of this work. 

 

4 Results of the systematic literature review  

This section shows the results of this research regarding the 43 final papers screened. 

Sections 4.1 and 4.2 discuss the results regarding, respectively, research questions 1 and 2, and 

provide answers to such questions. 

 

4.1 Performance of literature on quantum computing in IoT devices. 

Even though the search period started in 2018, there are no publications regarding 

Quantum computing, blockchain and the IoT topics together in that year. Figure 2 shows the 
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distribution of papers throughout the years. The papers started to be published in 2019 and few 

others published in 2020 and 2021, with a reduced number of publications in 2021, 

coincidentally during the pandemic period. due to COVID-19 pandemic. The majority of 

published papers is from 2021 (21 papers, i.e. 48,83% of publications. This result shows that 

the research on quantum computing in IoT is a new topic and the number of published papers 

in this topic is growing fast. 

 
Figure 2: Number of papers published (# of Publication) by year of publication 

Source: the authors 

This research considers some different scientific areas (Engineering, Computer Science, 

Physics, Business,), represented by the scientific data sources selected. Most of the selected 

papers (29, i.e. 67,40% of the 43 papers screened) were published in Engineering and Computer 

Science. This suggests that academics from those areas are interested in the application of 

quantum computing blockchain in IoT.  

 

Figure 3: Number of papers published per area 

Source: the author using scopus analyses  
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4.2 Challenges and future research directions on quantum computing blockchain in IoT 

 

Publication in this area started in 2019 (Li, et al., 2019) regarding vulnerability of 

cryptography algorithm applied in blockchain or Blockchain Internet of Things (BIoT) using 

quantum computing technology. Several researchers (44,18 % of papers) have highlighted the 

potential of using quantum computing or lattice cryptography (Tao, et al., 2023; Yu, et al., 

2022; Li, et al., 2019; Gupta, et al., 2022, and other). 

According to the research, quantum computing can be applied within healthcare 

management applications with blockchain IoT Medical devices (IoMT) in public or private 

areas, monitoring and automating health claims adjudication and online patient information, 

achievement of healthcare records, sharing patients’ medical data information, pharmaceutical 

and drug medicine counterfeiting, medical clinical trial, and precision medicine. (Qu, et al., 

2022; Qu, et al., 2024; Casino et al., 2019; Badr et al., 2018; Sabrina, et al., 2024). Combining 

blockchain technology and the healthcare supply chain allows solving problems of scientific 

credibility of losing information (data missing or dredging, endpoint switching and selective 

publication) in clinical trials (Benchoufi & Ravaud, 2017) as well as issues of patients’ 

informed consent. 

Based on the 43 papers screened, IoT technologies and sensors seem to be a 

representative new worry about security into post quantum scenarios. The blockchain 

technology used to be a strong method of integrity, security and trackability, but the new 

compute paradigm quantum computers use quantum phenomena (entanglement and 

superposition) to achieve computation which can be applied to classical computational 

problems, such as to the cipher algorithms, or entirely novel paradigms can be designed such 

as in the emerging quantum cryptography.  

Therefore, the first challenge that emerges on the application of quantum computing 

blockchain in IoT is how to use blockchain technology to keep secure in a post quantum 

scenario. The development of Post Quantic Cryptography (PQC) and/or Quantum Key 

Distribution (QKD) to protect IoT Network devices (Yang, et al., 2024; Dhar, et al., 2024) can 

be a novel approach.  

A second challenge that emerges on the application of quantum computing blockchain 

is refers to how to build a framework based on Quantum blockchain to meet accuracy and 

integrity requirements of security.  It is also possible to develop a Quantum Blockchain Internet 

of Things (QBIoT) (Li, et al., 2024) to reference and use in all kind of IoT Network, for 

example, drones IoT, Vehicular IoT, Medical IoT, Industrial IoT and others  

A third challenge that emerges on the application of lattice cryptography to attend the 

security issues in a post quantum scenario may comprise, besides ensuring the accuracy of data 

collected and maintaining the integrity of exchanged information, the processing of large 

amounts of data, along with the reduction in the response time of applications. However, further 

implementations and evaluations in real scenarios are still necessary.  

 

5 Conclusion 

This paper presented a systematic literature review on the application of quantum 

computing blockchain in Internet of things devices. The systematic literature review followed 

a protocol based on PRISMA. The first research question referred to investigating the 

bibliometric evolution of publications regarding the usage of quantum computing blockchain 

in IoT. The second research question referred to indicating the potential challenges and future 

research directions regarding the application of quantum computing technology to protect IoT 
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devices communication. As results, there are few publications (43) with quantum computing, 

blockchain and IoT directly involved between 2019 and 2024, limited by 2024 year. The topic 

is relatively new. The results show that research in this field is growing rapidly as the number 

of publications has increased in most recent years, and there is much interest from specialists 

from the areas of engineering and computer science. In addition, the potential benefits of 

quantum computing to protect blockchain performance to several applications in the IoT were 

raised. Three challenges were raised regarding (i) the usage of lattice technology to protect 

consensus mechanisms, (ii) a framework to provide security in post quantum scenario, and (iii) 

the development of novel quantum computed technologies scenarios. As a future research 

direction of this work, it is suggested the research of solutions for each of these challenges. 

Another research direction refers to performing another systematic review including the 2025 

completed year papers.  
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